F ISMmMacen tE — Certified FISMA Compliance Practitioner (CFCP)
CFCP Application

REQUIREMENTS FOR CFCP CERTIFICATION

To support the growing demand for skilled security professionals with the knowledge and background to support
the Federal governments mandate to ensure appropriate levels of security for every information system placed into
operation, the FISMA Center is offering a new certification: Certified FISMA Compliance Practitioner (CFCP).

Applicants must have at least one year of FISMA compliant C&A experience and have passed the CFCP exam.

ALL CFCP CERTIFICATION HOLDERS SHALL ABIDE BY THE CFCP CODE OF ETHICS:

Act responsibly and ethically, in accordance with applicable laws and guidance

Promote the information security discipline

Share knowledge with those inside and outside of information security

Strive to advance information security personally and professionally

Avoid potential and actual conflicts of interest

Avoid compromising the reputation and standing of the information security field

Protect IT assets, systems, networks and information to the highest professional ethical standards
Advocate compliance with all Federal information security legislation and mandates
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Refrain from intentionally maligning or damaging the reputation of peers, colleagues or employers
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. Use sound and informed judgment when dealing with sensitive personally identifiable information (PII), Privacy
Act data, and financial data

CONTINUING PROFESSIONAL EDUCATION (CPE) CREDITS:

All individuals who become certified will be required to obtain 20 CPE credits annually in a training class (or classes)
that are related to information security. The classes do not have to be FISMA Center classes. No CPE credits will be
required in the first calendar year that you receive the certification.

TO EARNTHE CFCP DESIGNATION, APPLICANTS ARE REQUIRED TO:

1. Submit evidence of appropriate work experience in the form of a resume.

2. Provide reference points of contact which can verify the accuracy of the submitted resume.
3. Have taken and passed the CFCP exam.
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1. WORK EXPERIENCE

In order to qualify for the CFCP certification, an applicant must provide evidence of experience associated with the
design, refinement, and/or implementation of a FISMA compliance program. The applicant has at least one (1) year

of experience in one or more of the following areas:

*  Executing security controls assessments on federal information systems and documenting risks. Within this area
the applicant must be able to show they have performed the following tasks:
- DPerformed risk assessments
- Conducted assessments of the effectiveness of security controls
- Analyzed and documented operational risk for information technology systems

* Providing recommendations regarding how FISMA-compliant security controls can be effectively implemented
in an information system and documenting security control implementations. Within this area the applicant
must be able to show they have performed the following tasks:

- Documented the security posture of an information system in a System Security Plan, Security Assessment
Report, Risk Assessment or similar document
- Participated in the design and architecture of an information system providing security inputs

* Experience providing guidance to senior management on how to operate and/or maintain a FISMA-compliant

risk management framework.

2. POINTS OF CONTACT

In order to evaluate the applicant’s work experience, a copy of the applicant’s current resume must be attached and
submitted with the application. Additionally, the applicant must provide a point (or points) of contact for their
employer(s) so that the FISMA Center can verify the work experience described in the resume. The point(s) of
contact provided must:

1. Be an individual who supervised the applicant’s work, OR
2. Be a client who the applicant served

The reference must have their current role, and the role at the time you worked with/for them, indicated in the
contact information part of the form.
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APPLICATION FORM FOR CFCP CERTIFICATION

Applicants must have at least one year of FISMA compliant C&A experience and have passed the CFCP exam.

APPLICANT’S CONTACT INFORMATION

Name Address

( ) /( )

Telephone (1) / Telephone (2)

CITIZENSHIP: [ ] U.S. Citizen [ ]Other

CERTIFICATIONS: Please list any other cerifications you hold below

E-mail address

By signing below, you agree if approved, to abide by the CFCP Code of Ethics.

Applicant’s Signature

Date

(You can Copy and Paste a scanned image of your signature here)

FOR OFFICE USE ONLY

(] APPROVED

Date Received CFCP #

(] NOT APPROVED

Date Approved
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CFCP Application - Point of Contact

APPLICANT’S CONTACT INFORMATION

Name (Last, First MI) Date of Application Telephone E-mail address

POINT OF CONTACT FOR EMPLOYER OR PROJECT 1

Supervisor Name Title Employer

Telephone E-mail address

FOR OFFICE USE ONLY
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Employer

Telephone E-mail address
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CFCP Application - Point of Contact

Employer

Telephone E-mail address
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